Beyond Monolithic
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The Software-Defined Future of
Grid Management with DERMS &

VPP 2.0
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I. The Paradigm Shift in Grid Management

The accelerating global transition to renewable energy sources, particularly the proliferation of
distributed energy resources (DERs) like rooftop solar, wind turbines, and battery storage, is
fundamentally reshaping the electricity grid. While promising a cleaner energy future, this
decentralization presents unprecedented challenges for traditional grid infrastructure, often
overwhelming legacy systems.

Historically, grids were designed for unidirectional power flow from large, centralized power
plants to consumers. The introduction of DERs, however, means power can flow in multiple
directions, creating complexities that conventional Supervisory Control and Data Acquisition
(SCADA) systems were never built to handle.

The inherent variability and unpredictability of renewable sources like solar and wind pose
significant obstacles to maintaining grid stability, reliability, and power quality. Unlike
dispatchable fossil fuel plants, the output of renewables fluctuates with weather conditions and
time of day, making it difficult for grid operators to precisely balance supply and demand in real-
time. This intermittency can lead to voltage fluctuations, frequency deviations, and challenges in
managing reactive power, all critical for a stable grid.

Furthermore, the sheer volume of meter data generated by hundreds of thousands of individual
DERs, coupled with sub-second response time requirements for market settlement and grid
stabilization, far exceeds the processing capabilities of rigid, centralized legacy systems. The EU’s
REPowerEU plan and Renewable Energy Directive' is targetting 69% of electricity production from
renewables by 20302 . These non-dispatchable generation targets are nearly on track to meet
their 2030 targets®, a scenario that traditional SCADA platforms are ill-equipped to handle.

Beyond operational hurdles, legacy SCADA systems introduce significant security vulnerabilities.
Many were developed decades ago without modern cybersecurity in mind, lacking essential
features like robust encryption and strong authentication mechanisms. Their outdated operating
systems and proprietary hardware make them difficult and costly to update and leave them
susceptible to evolving cyber threats.

This confluence of factors-generation variability, data overload, and heightened security risks -
necessitates a reform of traditional monolithic SCADA systems. This reform lies in the
implementation software-defined orchestration: a move towards dynamic, intelligent, and
flexible grid control that can seamlessly integrate and manage vast numbers of DERs.

" https://energy.ec.europa.eu/topics/renewable-energy/renewable-energy-directive-targets-and-rules/renewable-energy-
directive_en

2 https://energy.ec.europa.eu/news/joint-statement-director-general-international-renewable-energy-agency-la-camera-and-eu-
commissioner-2023-03-30_en

3 https://ember-energy.org/latest-updates/eu-member-states-target-66-renewable-electricity-by-2030-slightly-short-of-the-
repowereu-69-goal/
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While the market increasingly recognizes this fundamental shift, often discussing Virtual Power
Plants (VPPs) as the next stage in effective DER management, it's crucial to delve into the
underlying architectural implications and the foundational role of specialized software in making
this transition a reality. The focus must shift from merely connecting devices to intelligently
orchestrating their collective behavior for optimal grid performance and resilience.

Il. The Blueprint for Software-Defined Grid
Orchestration

The transition to a software-defined grid demands a new architectural blueprint characterized
by several key pillars:

Cloud-Native & Scalable Platforms

Modern DER management systems (DERMS) and VPP platforms must be designed to leverage
cloud-native principles from the ground up. This means employing a microservices architecture,
which breaks down complex applications into smaller, independent services that can be
developed, deployed, and scaled independently. This approach addresses scalability by
implementing systems that can command hundreds of thousands of edge devices while
simultaneously handling rapid telemetry requirements.

Cloud-native platforms also offer enhanced security and reliability, crucial for managing the
distributed nature of DERs. They facilitate seamless integration with a wide array of existing and
emerging grid protocols, including IEEE 2030.5, Modbus, DNP3, and OpenADR , often through
unified APIs. The flexibility of cloud infrastructure, utilizing services like scalable databases (e.g.,
Amazon Aurora PostgreSQL, DynamoDB), supports rapid deployment and adaptation compared
to traditional on-premise solutions.

Embedded Intelligence (Edge Al/ML)

To manage the immense data flow and enable real-time decision-making, intelligence must be
pushed closer to the grid edge. Edge Al and Machine Learning (ML) algorithms executed directly
on devices (e.g, smart inverters, Raspberry Pi CM4) are crucial for optimizing local forecasting
and reducing backhaul traffic to central systems. This localized processing reduces transmission
delays and facilitates real-time optimization of energy load and flow management, significantly
enhancing the efficiency and responsiveness of decentralized systems.

Edge Al/ML enables autonomous control mechanisms, supporting decentralized decision-
making for managing DERs and implementing dynamic demand response strategies that
balance supply and demand to improve grid stability. Furthermore, these intelligent systems can
perform predictive maintenance by analyzing equipment data, anticipating failures, and
proactively scheduling maintenance, thereby enhancing overall grid reliability and reducing
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operational costs. The concept of collaborative Edge Al, utilizing techniques like federated
learning, even allows edge devices to collectively train Al models while preserving data privacy.

Security by Design Architecture

Given the expanded attack surface of a decentralized grid with numerous interconnected
devices, cybersecurity cannot be an afterthought; it must be integrated from the ground up. A
Security by Design approach is paramount, embodying principles such as Zero Trust. Zero Trust
mandates that no implicit trust is granted to any user, device, or service, regardless of its location
(internal or external network)“ . Every access request must be authenticated and authorized, with
continuous monitoring and dynamic, risk-based policies dictating access privileges.

This framework significantly enhances resilience against cyber threats. Key cybersecurity
measures include adhering to standards like [EC 62351-3°%, which defines robust security
requirements for operational technology (OT) environments, covering aspects like role-based
access control (RBAC), cryptographic key management, and secure event logging. The use of
mutual Transport Layer Security (mTLS) encryption for all communications further secures data in
transit, ensuring confidentiality and integrity across the decentralized network.

Modular & Adaptable Design

The energy regulatory landscape is constantly evolving, with new rules and standards emerging
frequently. Standards like IEEE 1547-2018° in the U.S. and EN 505497 in the EU are shifting voltage-
stability duties to smart inverters and batteries, requiring them to react in under 200 ms. This
necessitates an imperative for modular, test-driven microservices, as only such systems with
continuous certification can keep up.

Such a design ensures continuous certification and rapid adaptation to evolving regulations,
minimizing the time and cost associated with compliance. This architectural flexibility allows for
agile development and deployment of new functionalities, ensuring that grid management
solutions can keep pace with market dynamics and policy shifts without requiring extensive
overhauls.

4 https://nvlpubs.nist.gov/nistpubs/specialpublications/NIST.SP.800-207.pdf

® https://iec61850.dvl.iec.ch/what-is-61850/technical-principles/61850-cybersecurity/

8 https://standards.ieee.org/ieee/1547/5915/

7 https://standards.iteh.ai/catalog/standards/clc/948bd277-da91-40c7-b7e0-bbf561035638/en-50549-1-2019?
srsltid=AfmBOoqr1F2EURzJNGCxruPFis4dpmshiZDpLh1R4j57DNL8XsrOKQXUz
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lll. Essential Software Building Blocks for Grid
Orchestration

For utilities, aggregators, and distributed energy resource operators, the journey towards a
software-defined grid presents significant complexities. Building a full, compliant, and scalable
software stack from scratch for comprehensive DER integration is a complex, time-consuming,
and resource-intensive endeavor.

These organizations face the daunting task of navigating diverse communication protocols,
ensuring seamless interoperability between disparate systems, managing immense data
volumes, and adapting to a constantly shifting regulatory environment. Diverting substantial
internal engineering resources to develop and maintain this software infrastructure can impede
core business innovation and delay market entry for new services and programs.

The market urgently requires solutions that accelerate time-to-market and de-risk the significant
investments needed for grid modernization. This is precisely where the provision of battle-tested
software components and deep integration expertise becomes invaluable. Rather than offering
rigid, one-size-fits-all monolithic platforms that may not perfectly align with an organization’s
specific operational needs or existing infrastructure, the emphasis shifts to delivering key building
blocks.

These foundational software components, such as pre-built OpenADR, [EEE 2030.5, and SunSpec
protocol accelerators, remove the underlying technical complexities of device communication
and data harmonization. This modular approach allows for extensive customization and
significantly de-risks projects by leveraging proven solutions. It empowers grid stakeholders to
build future-proof VPP and DERMS solutions tailored to their unique requirements, without the
prohibitive overhead of complete in-house development.

By providing these essential software backbones, organizations can focus their talent and
resources on strategic initiatives: unlocking new revenue streams, optimizing grid services, and
engaging with their customers, while ensuring compliance with evolving grid operator mandates.

IV. Policy & Market Dynamics Driving Software-
Defined Grid

The demand for agile, software-defined solutions is evident in various real-world applications
across the globe, driven by progressive policy and dynamic market shifts. The ability to manage
and orchestrate DERs is increasingly becoming a non-negotiable requirement for grid operators
and energy market participants.

In the USA, a mosaic of state-level initiatives and federal mandates underscores the accelerating
shift.
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@ Colorado

is at the forefront, with Senate Bill 2188 requiring Xcel Energy to propose Virtual Power Plant
programs and a performance-based compensation tariff. Xcel Energy’s 2025-2029
distribution system plan includes significant investments in a Distributed Energy Resource
Management System, categorized into Aggregator DERMS (ADERMS) and Grid DERMS
(GDERMS), with a budget of $5 million for ADERMS.

A new Prime Time VPP® program is being pursued in cooperation with the City of Boulder, the
University of Colorado Boulder, and the National Renewable Energy Laboratory, targeting
400 MW of energy storage and 440 MW of solar deployment within 36 months. Xcel also
proposed an Aggregator Virtual Power Plant (AVPP) program with a five-year budget of
$78.5 million, designed to support 125 MW of enrollment for eligible DERs like battery storage,
smart thermostats, and EV chargers'®©. Compensation models include capacity payments
and avoided cost reflections.

() inois

is advancing legislation with Senate Bill 2489 (SB2489)", which establishes a virtual power
plant program. This bill sets requirements for electric utilities to propose demand response
tariffs and explicitly allows aggregators to receive dispatch signals through standard
communication protocols such as IEEE 2030.5 or OpenADR. Major utilities like ComEd and
Ameren are launching VPP pilots, including for electric school buses. This highlights the
practical application of software-defined controls.

() Texas

In Texas, the ERCOT Aggregate Distributed Energy Resource (ADER) Pilot Project continues to
evolve. While initially proposing to increase its MW capacity for ADER pilot to 160 MW for
energy, 80 MW for Non-Spin, and 80 MW for ECRS, the pilot has currently accepted
aggregations reaching a total potential capacity of 25.7 MW for energy, 11 MW for Non-Spin,
and 8.8 MW for ERCOT Contingency Reserve Service (ECRS)™. The management of the ADER
pilot has been strategically shifted into the ERCOT stakeholder process to foster broader
engagement from market participants.

@ Massachusetts

is also making strides. Eversource, a major utility in Massachusetts, is actively developing a
grid-level DERMS in the western part of the state, focusing on utilizing IEEE 2030.5 as a key
communication standard to manage its expanding DER portfolio. ISO-NE's proposed models

8 https://leg.colorado.gov/bills/sb24-218

9 https://bouldercolorado.gov/news/step-toward-zero-emissions-virtual-power-plant

"0 https://www.dora.state.co.us/pls/efi/EFI.Show_Docket?p_session_id=&p_docket_id=25A-0061E

" https://www.ilga.gov/legislation/BillStatus.asp?DocTypelD=HB&DocNum=3758&GAID=18&Session|D=114&LeglD=16262

12 https://www.ercot.com/files/docs/2025/06/16/4.3-Aggregate-Distributed-Energy-Resource-ADER-Pilot-Project-Phase-3.pdf
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for Distributed Energy Resource Aggregations (DERAs) include a 100 kW minimum size
requirement and mandate 1-hour revenue quality meter data for participating DERs. An
omnibus energy bill in 2024 further facilitates grid modernization.

() FERC Order 2222

These state-level efforts complement broader federal initiatives, such as FERC Order 2222,
which allows aggregated DERs to participate in wholesale energy markets, effectively
creating a pathway for VPPs to compete with conventional resources.

Across the EU and UK, a robust legislative and market reform agenda is compelling the adoption
of software-defined grid solutions.

@ The European Union's legislative framework is primarily driven by the Clean Energy for all
Europeans package, particularly the updated Electricity Market Design (EMD) directive' . This
directive mandates non-discriminatory market access for aggregators and establishes the
right for all consumers to participate in demand response and benefit from dynamic
electricity price contracts. Further solidifying this framework is the new Network Code on
Demand Response, formally submitted by ACER to the European Commission on March 7,
2025'. This code aims to harmonize rules for data granularity, baseline methodologies, and
settlement processes, creating a more unified and efficient flexibility market across all 27
Member States. Such regulations are directly compelling market operators, including EPEX
SPOT in countries like Germany and the Netherlands, to launch new local flexibility products
that rely on sophisticated software for effective operation.

@ In the UK, post-Brexit, the energy regulator Ofgem is a key driver of the agenda. A central
pillar of its strategy is the Balancing Mechanism and Ancillary Services (BMAS) reform
program. This reform has led to the creation of new, faster-acting services like Dynamic
Containment, which procures flexibility from assets, including VPPs, capable of responding in
under a second to stabilize grid frequency. To further enable market participation, Ofgem

8 https://leg.colorado.gov/bills/sb24-218

9 https://bouldercolorado.gov/news/step-toward-zero-emissions-virtual-power-plant

"0 https://www.dora.state.co.us/pls/efi/EFI.Show_Docket?p_session_id=&p_docket_id=25A-0061E

" https://www.ilga.gov/legislation/BillStatus.asp?DocTypelD=HB&DocNum=3758&GAID=18&SessionID=114&LeglD=16262

12 https://www.ercot.com/files/docs/2025/06/16/4.3-Aggregate-Distributed-Energy-Resource-ADER-Pilot-Project-Phase-3.pdf

'3 https://www.ferc.gov/ferc-order-no-2222-explainer-facilitating-participation-electricity-markets-distributed-energy

4 https://energy.ec.europa.eu/topics/markets-and-consumers/electricity-market-design_en

'S https://www.acer.europa.eu/sites/default/files/documents/Recommendations/
ACER_Recommendation_01-2025_Demand_Response_Network_Code.pdf

art of

® ) ,
p COdIny spyrosoft

www.codibly.com



https://leg.colorado.gov/bills/sb24-218
https://bouldercolorado.gov/news/step-toward-zero-emissions-virtual-power-plant
https://www.dora.state.co.us/pls/efi/EFI.Show_Docket?p_session_id=&p_docket_id=25A-0061E
https://www.ilga.gov/legislation/BillStatus.asp?DocTypeID=HB&DocNum=3758&GAID=18&SessionID=114&LegID=16262
https://www.ercot.com/files/docs/2025/06/16/4.3-Aggregate-Distributed-Energy-Resource-ADER-Pilot-Project-Phase-3.pdf
https://www.ferc.gov/ferc-order-no-2222-explainer-facilitating-participation-electricity-markets-distributed-energy
https://energy.ec.europa.eu/topics/markets-and-consumers/electricity-market-design_en
https://www.acer.europa.eu/sites/default/files/documents/Recommendations/ACER_Recommendation_01-2025_Demand_Response_Network_Code.pdf
https://www.acer.europa.eu/sites/default/files/documents/Recommendations/ACER_Recommendation_01-2025_Demand_Response_Network_Code.pdf
https://codibly.com/?utm_source=paper&utm_medium=boilerplate&utm_campaign=ccp1

has fast-tracked the new Flexibility Market Asset Registration (FMAR) system, set to launch
earlier than its original 2027 target. This system is designed as a one-stop-shop for
registering flexible assets to participate in over 20 local and national markets.

Furthermore, the government's broader Review of Electricity Market Arrangements (REMA)
aims to improve locational signals and strategic planning to integrate flexibility more
efficiently. In a pivotal update on July 10, 2025, the UK government confirmed it would pursue
a Reformed National Pricing (RNP) model, moving away from zonal pricing, to create a more
coordinated and strategically planned electricity system. All these developments
underscore the indispensable need for robust, software-defined approaches to manage the
increasingly complex and dynamic energy landscape.

Expert comment

“The shift to a cleaner energy future is fundamentally changing Europe’s grid. It's
moving from a centralized model to a decentralized, digital, and decarbonized system.
The huge growth of distributed energy resources like rooftop solar, battery storage and
smart demand management solutions is driving this change. As an association for
flexible demand, we know this decentralization is both a challenge and a big
opportunity. The old grid wasn't built for the two-way power flow and massive data
from millions of DERs. The solution is a smarter, more flexible grid with active consumers
as key players.

Europe's policy framework is a key part of this change. We've long pushed for rules that
empower consumers and unlock the value of flexible demand. Laws like the EU's
Electricity Market Design and Clean Energy for all Europeans package and the
upcoming Network Code on Demand Response are not just rules. They are a plan for a
new energy market where aggregators and other innovative companies can take part.
These policies are making it necessary to have advanced solutions that can manage
DERs on a large scale to keep the grid stable.

To make the most of this change, the whole industry needs to work together. This
means focusing on smarter grid management and better ways to use flexible energy
sources. We need to create a system that can handle the new, more complex energy
landscape. By doing this, we can make sure the grid stays strong and reliable while
moving towards a cleaner, more sustainable energy future.”

Michael Villa
Executive Director, smartEn
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V. Unlocking the Full Potential of the Green
Transition with Strategic Software Partnerships

The future of grid management is undeniably software-defined, driven by the increasing
penetration of distributed energy resources and the urgent need for agility, scalability, security,
and the ability to adapt to constantly evolving regulations. Effective orchestration of DERs at
gigawatt-scale, and the evolution towards VPP 2.0, hinges on intelligent, modular software
architectures that can command hundreds of thousands of edge devices and process sub-
second telemetry.

The inherent IT challenges of automating device enrolment, deploying accurate machine
learning baselines, settling transactions in near real-time, and ensuring robust cybersecurity are
central to unlocking this potential.

The shift from emergency response to proactive market participation for DERs signifies a
fundamental change in how grid flexibility is valued and leveraged. This necessitates
sophisticated software solutions that can handle complex device integration, implement
accurate forecasting and baseline methodologies, enable near real-time settlement, and
provide end-to-end security.

For utilities, aggregators, and DER operators navigating this complex landscape, strategic
partnerships that provide foundational, battle-tested software components and deep integration
expertise are essential. By empowering clients to build and deploy advanced DERMS and VPP
solutions efficiently and with greater confidence, the full economic and operational potential of
the green energy transition can be unlocked. This collaborative approach ensures not only a
resilient and responsive grid but also accelerates the journey towards a decarbonized energy
future.

Spencer Borison
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